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DETAILED ACTION 
Priority 

1. Applicant's claim for benefit of foreign priority under 35 U.S.C. 119 (a) - (d) is 
acknowledged. 

The application is filed on 1/31/2002 but has a foreign priority application filed on 
1/31/2001. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraph of 35 U.S.C. 102 that 
forms the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or 
on sale in this country, more than one year prior to the date of application for patent in the United States. 

2. Claims 10-12 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Hartman (Patent Number: 5224166). 

As per claim 10, Hartman teaches a microprocessor internally having a secret 
key specific to the microprocessor that cannot be read out to an external, the 
microprocessor comprising: 

a processor core configured to execute instructions of a program including 
plaintext instructions and encrypted instructions, the encrypted instructions being 
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encrypted by using an instruction key specific to the program (Hartman, Column 3 Line 
18-20 and Column 4 Line 20 - 22: MMK key is equivalent to the instruction key); and 
a key management unit configured to carry out a key registration for reading out 
from an external memory a distribution key that is obtained in advance by encrypting the 
instruction key and a meta-level information integrally by using a public key 
corresponding to the secret key, decrypting the distribution key by using the secret key 
to obtain the instruction key and the meta-level information (Hartman, Column 3 Line 35 
- 57 and Column 6 Line 1 - 8), and registering the instruction key and the meta-level . 
information in correspondence to a specific program identifier for identifying the program 
into a key table (Hartman, Column 4 Line 53 - 57 and Column 5 Line 59 - 64: the 
master key (i.e. instruction key) is saved into a secure physical region after being 
decrypted by the private key - this is considered as equivalent to a registration 
process). 

As per claim 1 1 , Hartman further teaches the key management unit registers the 
meta-level information which is a feedback key to be used in obtaining a feedback 
information by encrypting the instruction key when the feedback information is to be 
written into the external memory at a time of a context saving (Hartman, Column 5 Line 
59 - 64, Column 6 Line 5 Line 8 and Column 6 Line 9-15: stack segment is used 
during the context switching of the CPU operation due to a context saving). 
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As per claim 12, Hartman further teaches the key management unit registers the 
meta-level information which is a perpetuation flag indicating whether or not to permit a 
context saving in which the instruction key is encrypted by using a prescribed secret key 
of the microprocessor and written into the external memory (Hartman, Column 7 Line 38 
- 40 and Column 5 Line 54: a set flag associated with the stack segment which is 
related to context saving). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

A person shall be entitled to a patent unless - 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

3. Claims 1 - 9 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Hartman (Patent Number: 5224166), in view of Alexander (Patent Number: 6188602). 

As per claim 1 , Hartman teaches a microprocessor internally having a secret key 
specific to the microprocessor that cannot be read out to an external, the 
microprocessor comprising: 

a processor core configured to execute instructions of a program including 
plaintext instructions and encrypted instructions, the encrypted instructions being 
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encrypted by using an instruction key specific to the program (Hartman, Column 3 Line 
18-20 and Column 4 Line 20 - 22: MMK key is equivalent to the instruction key; and 
a key management unit configured to carry out a key registration for reading out 
from an external memory a distribution key that is obtained in advance by encrypting the 
instruction key by using a public key corresponding to the secret key, decrypting the 
distribution key by using the secret key to obtain the instruction key, and registering the 
instruction key in correspondence to a specific program identifier for identifying the 
program into a key table (Hartman, Column 4 Line 53 - 57 and Column 5 Line 59 - 64: 
the master key (i.e. instruction key) is saved into a secure physical region after being 
decrypted by the private key - this is considered as equivalent to a registration 
process). 

Hartman does not teach using an interrupt to notify asynchronously the 
completion of the key registration. 

Alexander teaches a mechanism to notify a completion of the key registration to 
the processor core asynchronously by interruption when the key registration is 
completed, such that the key management unit carries out the key registration during 
execution of the program by the processor core in which execution of the encrypted 
instructions starts after the completion of the key registration is notified (Hartman, 
Column 4 Line 50 - 57, Alexander, Column 1 Line 60 - 65, Column 2 Line 22 - 32 and 
Column 5 Line 57-62: SMI (Interrupt) is used to update the protected information (i.e. 
medium master key) residing in flash memory via locking / unlocking mode during the 
system normal computer system operation). 
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It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Alexander's SMI (System Management 
Interrupt) within the system of Hartman's instruction key registration process because it 
offers the advantages of allowing the system to update the protected critical information 
in parallel to the system normal operation and thereby considerably reducing the 
platform complexity and improving system reliability (Alexander, Column 2 Line 22 - 32 
and Column 1 Line 35 - 36). 

As per claim 2, Hartman further teaches an instruction cache memory configured 
to store a cache line containing a part of the instructions of the program in 
correspondence to the specific program identifier, and permit reading of the cache line 
only when the specific program identifier stored in correspondence to the cache line 
coincides with a program identifier received along with a program reading request from 
the processor core; wherein the key management unit is also configured to carry out a 
flashing of the cache line stored in correspondence to the specific program identifier on 
the cache memory when the key management unit rewrites the instruction key 
corresponding to the specific program identifier in the key table (Hartman, Column 3 
Line 56 - 58 and Column 7 Line 32 - 35). 

As per claim 3, Hartman further teaches the key management unit carries out the 
flashing in parallel to the key registration, and notifies the completion of the key 
registration to the processor core when the key registration and the flashing are both 
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completed (Hartman, Column 4 Line 50 - 57, Alexander, Column 1 Line 60 - 65, 
Column 2 Line 22 - 32 and Column 5 Line 57 - 62: SMI (Interrupt) is used to update the 
protected information residing in flash memory via locking / unlocking mode during the 
system normal computer system operation). 

As per claim 4, Hartman further teaches an instruction decryption processing unit 
configured to decrypt the encrypted instructions of the program read out from the 
external memory, by using the instruction key registered in correspondence to the 
specific program identifier by the key management unit, according to a chain information 
indicating chain relationships among encryption blocks in units of which the encrypted 
instructions are encrypted (Hartman, Figure 2 Element 56, Column 4 Line 20 - 22 , 
Column 5 Line 51 - 55 and Column 6 Line 9-15: each one of encrypted multiple code 
segments can be considered as a encryption block in units of which the encrypted 
instructions are encrypted). 

As per claim 5, Hartman further teaches the key management unit is also 
configured to register a data key to be used in encrypting/decrypting data for the 
program in correspondence to the specific program identifier into the key table 
(Hartman, Column 4 Line 20 - 22, Column 5 Line 54 and Column 6 Line 5-8: the 
master key associated with data segment can be considered as the data key). 
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As per claim 6, Hartman further teaches a key index conversion unit configured 
to convert a set of a program identifier and a key type identifier received from the 
processor core into a corresponding key value index; and a decryption processing unit 
configured to decrypt encrypted instructions or data of a program specified by the 
program identifier received from the processor core and read out from the external 
memory, by using an instruction key or a data key indexed by the corresponding key 
value index obtained by the key index conversion unit (Hartman, Column 4 Line 20 - 
22, Column 5 Line 51 - 55 and Column 6 Line 5-15: the key type can be either 
instruction key, data key or stack (context-switch) key which is associated with code 
segment, data segment or stack segment as taught by Hartman). 

As per claim 7, Hartman further teaches the key index conversion unit converts 
more than one sets of a program identifier and a key type identifier into an identical key 
value index (Hartman, Column 4 Line 20 - 22 & Column 4 Line 33 - 34 and Column 5 
Line 51 - 55, Column 6 Line 5-15). 

As per claim 8, Hartman further teaches a cache memory configured to store a 
part of instructions or data of programs by using key vaiue indexes obtained by the key 
index conversion unit as cache tags (Hartman, Column 7 Line 32 - 40, Column 4 Line 
20 - 22 & Column 4 Line 33 - 34 and Column 5 Line 51 - 55, Column 6 Line 5 - 15: a 
data cache associated with an encrypted data segment using a flag to associated with 
the situation whether the corresponding code segment is encrypted or not). 
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As per claim 9, Hartman further teaches the key management unit is also 
configured to register a data key to be used in encrypting/decrypting data for the 
program in correspondence to the specific program identifier into the key table 
(Hartman, Column 4 Line 20 - 22, Column 5 Line 54 and Column 6 Line 5-8: the 
master key associated with stack segment can be considered as the context-switch key 
where stack segment is used during the context switching of the CPU operation due to 
a context saving). 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Longbit Chai whose telephone number is 571-272-3788 
The examiner can normally be reached on Monday-Friday 8:00am-4:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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